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•	 	Risk-based Authentication—RSA SecurID Access provides risk-based 

authentication powered by machine-learning algorithms. The risk engine takes 

into account information about the user access, device, applications and behavior, 

and provides the confidence that users are who they claim to be based on 

comparing the current access request with the history of the user. This enables 

a frictionless user experience when the confidence is high, or prompts additional 

authentication and enhanced security layered on top of the MFA options.

•	 	Assurance Levels—The RSA solution balances security and convenience by 

setting up authentication policies intuitively based on low, medium and high 

levels of risk. Low-risk scenarios need low levels of assurance, while higher-

risk instances may require different, more secure types of access controls. 

RSA IDENTITY GOVERNANCE AND LIFECYCLE 

RSA Identity Governance and Lifecycle delivers continuous access assurance 

for organizations to help ensure that users across the organization have the 

proper level of access. By providing visibility across your islands of identity in 

today’s blended cloud and on-premises environment, RSA Identity Governance 

and Lifecycle empowers business users to take action quickly and easily to 

address risky access situations with the highest business impact in order to 

reduce business risk and ensure compliance. 

RSA Identity Governance and Lifecycle takes a governance-first approach to 

manage identity risk and ensure that the security posture of the organization 

is intact with regard to user access. This is accomplished by automating access 

review and certification processes for greater operational efficiency, cost 

and time savings, and by flagging issues between formal review campaigns. In 

addition, access certification responsibility and accountability are transferred 

to the people who understand access needs best—the business. Business-driven 

certification discourages access approval “rubber stamping.” Business users are 

provided with prioritized access issues based on risk informed by intelligence so 

they are empowered to take action with insight on what matters most.

■■ RSA Identity Governance and Lifecycle enables you to implement security 

and compliance controls (e.g., segregation of duties, unauthorized access 

permissions) to ensure policy and control objectives are met continuously.

RSA IDENTITY 
GOVERNANCE AND 
LIFECYCLE

•	 Prioritizes actions based on risk 
so that business-critical access 
�Y�L�R�O�D�W�L�R�Q�V���D�U�H���W�D�N�H�Q���F�D�U�H���R�I�����U�V�W

•	 Reduces time and manual effort 
with automated processes for 
�D�F�F�H�V�V���F�H�U�W�L���F�D�W�L�R�Q�V���D�Q�G���D�F�F�R�X�Q�W��
lifecycle management

•	 Strengthens risk posture by having 
a clear picture of access violations 
and visibility into access

•	 Reduces chances of audit 
failure or breach by continually 
promoting resolution of risky 
access situations

•	 Reduces TCO with automated 
process and quick time to value
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■■ 	To ensure users quickly gain access to the applications they need, RSA 

Identity Governance and Lifecycle provides the ability to grant access based 

on user roles and well-defined processes that enable the manager to provide 

access in a user-friendly way. It also manages entitlements (joiners, movers 

and leavers) across applications to ensure access stays current with users’ 

roles and that there is no overprivilege. The entire process of access request, 

approval and provisioning is automated using business-friendly language for 

approvals in order to ensure that users obtain appropriate access quickly.

■■ 	Ease of Use and Scalability—In order to respond to ever-changing business 

needs and a dynamic threat landscape, RSA Identity Governance and 

Lifecycle provides security teams with the ability to configure and update 

policies, processes and controls quickly with point-and-click configuration 

tools that do not require customization and that provide quick time-to-value. 

In addition, high scalability allows your business to grow without needing to 

worry about the system, a critical factor given the number of applications 

and identities involved in business processes.

■■ 	Quick Starts and Blueprints—To ensure that your organization is managing 

identity risk effectively, we have recently introduced best practices and 

blueprints to provide a set of use cases and recommendations to allow you 

to speed your time-to-deployment and time-to-value.

§ Access request, approval, and provisioning process 
automation

§ Business-friendly user access request and approval 
experience

§ Joiner, Mover and Leaver (JML) processes 
enforcement aligned to policies

Lifecycle Management & AutomationGovernance-first Approach

§ Fully automate monitoring, reporting, certification and 
entitlement remediation 

§ Prioritized risk-based access certifications
§ Visibility and control of access to unstructured data resources
§ Policy, security and compliance controls definition and 

quantification
§ Role mining, modeling, definition and certification

Ease of Use & Scalability

§ Point and click configuration-based tools 
§ Highly scalable data model to manage millions 

of entitlements
§ Flexible deployment options

Quick Starts & Blueprints

§ Best practices for implementing governance and/or 
lifecycle 

§ Quicker implementation reducing time to value
§ Blueprints for key use cases and ecosystem 

integrations

RSA® IDENTITY GOVERNANCE & LIFECYCLE CAPABILITIES

For more information visit rsa.com/iam.
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